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IIpedcmasneno unenom-xopecnondenmom HAH Yepainu O. M. Thodpumuykom

B ymosax spocmanns nonumy na yupposizayio npovecie 36opy, nepedaui, 06pobku i s6epizanis danux y 6cix
chepax cummedisivrocmi ocobu, Cycniibemea ma 0epircas BUHUKIA 20Cmpa Heobxionicmy 6 nobydosi ingpa-
CIMpPYKMypu mepexc nepedaui inhopmaii, wo Moxucymy 3a6e3neuumu 3axuyene 3’ cOnanis Mixc yenmpamu 06pood-
KU Oanux ma Kinyesumu xopucmyeauamu. Li mepeixci nosunni mamu 6Ucoxy 6iomMosocmiikicmn, sabesneuysami
weuoxky ma epexmueny o6poOKY HpOPMAYTUHUX 3anumis, 0COOIUBO AKULO Ue CMOCYEMbC KPUMUUHoi ingpa-
cmpyxkmypu. B cmammi 3anpononosana opuzinaisia cmpyxmypho-OyHKyioHaibHa cCXema ynpasuinis Oanumit ot
SIEM-cucmem, wo 8paxogye npsami ma 360pomui 36 ’si3ku (iauunoz0, MamemMamuunozo t anaiimuynozo pienis, 3a-
croeana na meopii cmpam M. Mecaposuua. Ilo6ydosano modenv 6azamopisresoi cucmemi MOHIMOpuNzy OaHux
ma ynpasinms nodismu 6esnexu, wo 0036015€ Pearisyeamu cucmemMnull nioxio 0o niOmpuMKu cmany 3axuuie-
HOCMI CKAAOHUX CUCTEM, 4 MAKONC 3A0e3NeUeHs MEXANIZMIE 0Nl ONEPAMUBHO20 Peazy8aits. HA NOMEHYILNT TH-
yudenmu Kibepbeanexu 6 pexcumi peaiviozo Yacy.

Kntouoei caosa: Security Information and Event Management (SIEM), Threat Intelligence Platform (TIP),
ynpasainis nodismu xibepbesnexu, MOHIMopunz danux, meopis cmpam.

Besmeka ckmagHux OaraToOpiBHEBUX i€papXidHUX CHCTEM, Y TOMY YMCJ/I TaKUX K HalllOHAJIbHA
cucTeMa OTJIATH KOMYHAJTbHUX MOCJAYT [1], BUBHAYAETHCS K 3/aTHICTH CUCTEM MiHIMi3yBaTh
PUBUKH JIJIsT OCHOBHUX 00’€KTIB 3aXKCTY He TiIbKM B yMOBaX BUHUKHEHHS Ta iCHYBaHHS 3arpo3,
ajie it y pasi ix peasizarii, 30epiraloun mpu IbOMY CBOIO CTPYKTYPY He3MiHHOIO [2, cT. 489].
KirouoBoio yMoBOI0 (DYyHKITIOHYBaHHS TaKUX MEPEK € TOCTiifHA Ta BCEOXOIIoIoYa IMi/ITPUMKA
cTaHy 3aXMIIEHOCTI, a TaKoK 3abe3leueHHs MeXaHi3MiB /Il OIlepaTUBHOTO pearyBaHHs Ha I10-
TEHIINHI IHIAeHTH KiGepOe3eKn B PeKUMI peabHOTO Yacy.

HuryBanua: Kaunucekuit A.B., Ctpemeribka M.C. Omnepariiina anaJiTHKa SK iHCTPYMEHT MOHITOPUHTY Jia-
HUX Ta YIPaBJIiHHS MoAisMU cucreM 3abesnedennst kibepbGesuexu. Jonos. Hay. axad. nayx Yip. 2021. Ne 1
C.9—16. https://doi.org/10.15407 /dopovidi2021.01.009
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[leproueproBoio BUCTYIIAE 3a[ada MOHITOPUHTY iH(MOpPMAIIii, 10 CTOCYETHCS TOMii Ge3-
MEeKU KOMITIOTEPHUX MepeXk Ta CHCTeM, 3i0paHoi 3a JIOMOMOTOI0 Pi3HOMAHITHUX ceHcopiB. Bei
BOHM TeHEPYIOTh Pi3HI BUN JAHNX, & TAKOXK CTBOPEHI (paxiBISgMU s PisHUX 11ieil. ToMy KoskeH
JIIIIE YACTKOBO BifloOpaskae cTaH 3aXUIIEHOCTI 00’ EKTIB MepPesKi.

BigomocTi 100 moiit 6e3neKn po3MOIIISIOTECS 0 BEJIUUYE3HIN KiIbKOCTI MEPeKeBOro
Tpadiky Ta CUCTEMHUX JKypHATiB, TOMYy e(eKTUBHUI aHATI3 CTaHy 3aXUMIEHOCTI MepeKi MmoTpe-
Oye mBUIKOI 0OPOOKHU BEJTMKUX 00’ €EMIB JaHKX.

[TepeBaskHa KiJbKiCTh MepeskeBOro Tpadiky He MICTUTh HisIKOI TMOTEHIIHHOI iH(GOopMaItil
PO AaHOMAJIbHY TIOBEIIHKY, ITI0 PETYJISIPHO MOBTOPIOETHCS, HA TJIi YOTO PeabHO KOPUCHY iH(POP-
Mallifo Ma€ BKpail He3HauyHa ii KijbKicTh. Takum unHOM, 36ip HE0OXixHOTO 006CATY iH(bOpMAaItii
JUISL BIATBOPEHHS PIAKICHUX MO/Iiii Ge31eKN € KPUTUYHUM TeXHIYHUM 3YCHUILISIM.

Po3pobka ajiekBaTHOT CTPYKTYpH 0OPOOKU IaHIX MePesKeBOro Tpadiky BUMArae po3yMiHHs
TOTO, SIKUM YHUHOM Pi3Hi CEHCOPHU 3/IHCHIOITH 306ip MaHUX, SIK BOHU JOMOBHIOIOTH, 1yOIO0TH i
B3AEMOJIIIOTH OJIUH 3 OJTHUM, a TAKOK PO3YMIHHS MPUHIIUINB e(heKTUBHOTO 30epiraHHs TaHUX,
1110 3a6e31euyIoTh iX eheKTHBHIIT aHATi3.

Hasezeni Buiiie akti BKa3yloThb Ha Te, 1[0 CHUCTEMa MOHITOPUHIY JaHUX Ta YIPaBJiHHS
nomisimu Gesmekn (CMJIYIIB) ckiramaeThest 3 CyKyMHOCTI B3a€EMOJIIOUNX i€pApPXiuHO BIIOPSII-
KOBAaHUX €JIEMEHTIB 3 Ha/laHUM IIPABOM YXBaJIeHHS PillleHb, 1110 ONMUCYETHCI 3 MO3UIlIT Teopil
cucreM |3, 4].

Meroto 1i€i pobOTH € BU3HAYEHHSI CTPYKTYPHO-(YHKI[IOHAIBHUX 0cOOJMBOCTEH hopmai-
3artii Mojiesii 6GaraTOpiBHEBOTO YIIPaBJIiHHS KiGepOE3MEeKO CKJIAIHUX CHCTEM 3 i€papXiuHOI0
CTPYKTYPOIO HA OCHOBI TEOPETUKO-MHOKIMHHOTO TTIXOTY.

Jlist Moziesti 06poOKH 1aHUX MePesKeBOro Tpadiky TaKoio 6araTopiBHEBOIO CTPYKTYPOIO MOKE
6yTu crpara. CrparudikoBana cucrema abo cTpaTrdiKOBaHWil ONMUC — 1€ CIMEHCTBO MOJEEN,
KOJKHA 3 SIKUX OIMCYE MOBEIIHKY CHCTEMH 3 TIOTJISIY Pi3HUX piBHIB abcTparyBanHst. Ha KoxkHil
cTpati B iepapxii cTpyKTYp iCHYE CBiil BiacHUil HAOIp 3MIHHUX, IO 03BOJISIIOTH 3HAYHOIO MipOIO
0OMEKUTH JIOCITIIZKEHHST JINIIE OJIHIE0 cTpaToio |5, ¢. 56, 103—106].

VY3zarasbHeHa CTPYKTYPHA CXeMa CHCTEMU MOHITOPUHTY JAHUX Ta YIIPABJIHHS TOIisIME Oe3-
MEKH € IEPapXiuyHOI0 CTPYKTYPOIO, IO MPOTIOHYETHCS VIS OIAJIBIIOTO PO3TJISILY, 300paskeHa Ha
puc. 1, TyT KosKHa 3i cTpaT Mae CBOi XapaKTepHi 0COOIMBOCTI, CBiit Habip 3MiHHUX, 3aKOHIB 1 IIPUH-
1B, ToMy TOJIOBHUM 3aBJaHHIM € PO3POOKa HU3KU MaTEMAaTHYHKX MOJEJIEH, KOKHA 3 SAKUX
onucysana 6u noseainky CMIYIIB 3 norusy pisHux piBHiB abcTparyBaHHs: (i3sUYHOro, MaTe-
MaTHUYHOTO I aHAJII TUYHOTO.

BignpaBHUM TIyHKTOM i1 CTPATU(hiKOBAHOTO OIMCY TEXHOJOTIYHOTO CTEKY CHCTEMH MO-
HITOPUHTY JIAHUX Ta yIpaBaiHHs mogismu Oesnexu S : X — Y € npumyuieHHs mpo Te, 1o MHO-
JKMHA 30BHINIHIX cTUMYJTiB X 1 MHOXWHA BIJITYKIB Y TPe/CTaBALIIOTHCSA Y BUTJILI1 IEKAPTOBUX
NOOYTKIB, @ caMe BBaKAOThCS 3a[laHMMU J[Ba CiMeiicTBa MHOKIH: X i, 1<i <3, Yi, 1<i<8,ieN ,
TaKMX 1110

X=X"%.xX?1Y =Y'x. x¥? (1)

Ile mpurmyIeHHs] 03HAYa€ MOJKJIMBICTh PO3OWTTST BIATYKIB 1 BXiHMX CTUMYJIIB Ha KOMIIO-
HenTH. SIkmo muokuau X 1 YMoxyTs Oyt npezcrasieni y sursii (1), To koskna mapa (X', Y'),
1<i<3, i e N, mpunucyerbcs eBHii cTpaTi.

10 ISSN 1025-6415. Dopov. Nac. akad. nauk Ukr. 2021. Ne 1
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* 36ip, 06poOKa Ta aHaJIi3 JaHUX PO3BIIKHK 3aTPO3
3acobamu TIP;
3 * MOHITOPIHT BXiJHUX JAHUX Ta YTIPABIiHHS : :
X . p AU AL yup PiBenb aHamiTHKN V3
nofisimu Gesrexu incrpymentamu SIEM;
. . - (MaIMHHOTO HABYAHHS)
* Bigyasbna anamiTuka, GopMyBaHHS 3BITIB. i
. . . . . 2 ! 3

X2 e 306ip, HOpMaJIi3allis, IaPCUHT I 30epiranHs JaHuXx; ¢ W y2
* Bubip MmaTemMaTiaHUX MOZIETTEN, po3poOKa MeTPUK | MareMaTWIHUI piBeHb
Ta KOPEJISIINHUX TTPABUJIL. 1

Xt * BumipioBanus (isudHuX nmapaMerpis 3acobamMu C! L W2 v
JIATYUKIB, CEHCOPIB, KOHTPOJIEPIB; Disuwurmii pisern .
* Hajanus ocTyTy /10 BXiTHIX JaHUX TPUKIATHIM
CUCTEMAaM.

Puc. 1. Tepapxist cTpat CHCTEMI MOHITOPUHTY aHUX Ta YIIPABJIHHS TTOISIMU Oe3MeKn

Dopmaizyoun 3a/1aHy MO/IeJIb, BUBHAYAEMO:
X' [XO, X1, X, i ] — BEKTOP BX{IHUX CTUMYJIiB MiJICUCTEMU i-TO i€EPapXivYHOTO PiBHS;

Yi= [YO, Y1 - Y’ | — BEKTOpP BUXIJIHUX BI/I'YKIiB Ii/ICUCTEMU i-T'O I€PAPXIYHOTO PiBHA.

A

[Tobymyemo 3a mpaBUIaMU TEOPETHKO-MHOKUHHOTO MiIXOY PO3OUTTSI MHOKUHE S CTPYK-
TYpHO-(DYHKILIOHAIbHUX €JIeMEHTIB, GJIOKIB, 3B'A3KIB Ta 3MIHHIX CHCTEMH S HA YIOPS/AKOBAHY
cykymaicts S =(S', §2, §3).

Iporesypa GOPMATIB0BAHOTO PO3GUTTS MHOKIHM S MOBHHHA 3aL0BOJIBHSITH HACTYIIHIM
TPHOM YMOBaM:

VS eS:s'CS; (2)
VS ST eSS ST 585 NS =0 3)
Ug o8 =S. (4)

BBeznemo momaTkoBy yMOBY (9), 1O 3a/Ia€ MOPSIOK B3AEMOJIiI CTUMYJIB i BiAryKiB cTpatndi-
KOBaHoI 32 ymoBamu (2)—(4) 6aratopiBHeBOI cucreMu S TUIY “BXig—BUXia’:

V(X' YeS'. (5)

Taxum unmom i-a cTpara cucreMu S — i€ MJICHCTEMa, IO TIPEACTABIIEHA 5K Habip Bino6-
paskerp S, 1<i <3, ieN:

1) §3:x3 ><W3 >Y?;

2) S X2xCrPxW? Y2,

3) sh:x!'xc' 5yl

CiMeHCTBO BU3HAYEHNX TAKUM YMHOM IicucTeM S' HA3HBA€ETHCS crpatudikailieo cuc-
TeMu S , SIKIIO iCHYE JiBa CiMelicTBa BiI0OpakeHb

By Swi@D 1<i<3 mac: Y 5 C 7 1<i<3,ieN,
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TaKi, 10 JIJIsT KOSKHOTO esleMeHTa X 3 X 1y =S5(x):
D y? =87 h* (y™):;
2) y' =8 () ()
3) ¥ =8'(x" *(y*)).

Muosnna Y cxmagaerses 3 BiAITYKIB i-0i ctpatu: C Hw! MPEICTABISIOTh COO0I0 MHOKHM-
HY CTUMYJIB, IO HAJXOJSATh 31 CTpaT, JOTUYHUX JIO i-O1 CTPAaTU 3rOpy 1 3HU3Y BIATIOBIIHO.
Bigo6paxkenust h' i ¢’ masuBaoThes iHbOpMAIiilHo0 (BYHKIIEO i pO3MOAIIBHOI0 (BYHKIHED
i-0i cTpaTu Bi/NOBiIHO. BOoHY 3B’A3yI0Th CTPaTH pa3oM, yTBOPIOIOUM CUCTEMY S .

1. Crparu. PiBHi onucy Ta aGerparyBanusi. CtpatudikyemMo po3risiHyTy Buiie OHaratopis-
HeBY i€papXiyHy cCUCTeMY 3 TOYKHU 30pPy OPraHisailil CucTeMru MOHITOPUHTY JIaHUX Ta aHaJi3y 110-
niit 6esnexu (aus. puc. 1).

[Tepuri gBa piBHI BiANOBifaI0TH 32 36ip, HOPMAIi3aIlilo, MAPCUHT Ta 30epiraHHs JaHUX 3 Me-
pex, cucteM Oe3IeKu, XOCTIB Ta HaJlaHHsI IOCTYITY /10 TIUX JTAHUX BU3HAYEHUM iHCTPYMEHTaM MO-
HITOPUHTY Ta 3BITHOCTI.

DiznynHuii piBeHb BKIIOYAE MOHITOPUHT MePeKeBOI iIHPPACTPYKTYPH, a CAM€ MOHITOPUHT:

— 30BHINIHIX (paKTOPiB (TeMIEPaTypa, eMeKTPOKUBICHHS 1 T. 11.);

— 1opTiB (TIOTOYHUIT CTaH, IOCTYITHICTH);

— CTaHy IIPOIECOPiB;

— ImaM’qTi;

— IHIIUX MapaMeTPiB B 3aJI€KHOCTI Bijl 0COOIUBOCTEN MEPEKEBOTO O0TaiHAHHSI.

Maremarnanauii piBeHb BKJIIOYAE MOHITOPUHT TPUKJIQTHUX CUCTEM, TEJIEMETPil KOMIT I0TEPHUX
Mepek Ta CUCTeM Oe3MeKH, Cepell TKUX

— MiKMepesKeBi eKpaHu;

— KOMYTaTOPH, MapIIPYTU3ATOPH, OE3IIPOBITHI TOUYKH JOCTYIIY;

— VPN 1mmio3u;

— cucremu IPS/IDS;

— cucremu ynpasiainag IAM/TAD /PAM;

— cucremu 3axucty Big DDOS;

— CHUCTEeMU aHaJi3y MePEKeBOTO Tpadiky;

— CHUCTEeMHU 3aXUCTYy Bij mikigyusoro 113;

— Be6-TIPOKCI /IILTIO3M;

— IIONITOBI MPOKCI /TIITI031;

— CHUCTeMHi JKypHaJu (JIOTH) CEPBEPIB, OMEPAIiMHUX CUCTEM Ta TTPUKJIQJHUX CEPBICIB;

— Active Directory;

— micouynuti (Sandboxes) Ta iH.

Tpetiit piBeHb BIATOBiIA€ 32 AHANITUKY MaHUX, C(HOPMOBAHUX HA OCHOBI JIBOX TOTIEPEIHIX
PiBHiB Ta BKJIIOYA€E HACTYITHI KOMIIOHEHTH BXi/IHUX JIaHUX.

Jlani aHaJIiTUKY Oe31eKH:
— mani possinku 3arpo3 (Threat Intelligence, TT);
— mawni po3sinku Bpasausocteil (Vulnerability Intelligence, V).

12 ISSN 1025-6415. Dopov. Nac. akad. nauk Ukr. 2021. Ne 1
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Iuaukaropu kommpomerariii (Indicators of Compromise, IOCs):

CUTHATYPHU BipYCiB;

IP-anpecy;

MD-5 xerri daitis mkignusoro 113,

URL-azpecu abo TOMEHHI iMeHa cepBepiB KOHTPOJIIO Ta YIIPaBJIiHHS GOTHET—MepesKaMHu.
Cranpapti i moyiTuky Ge3neKu.

2. CrpatudikoBanmii onuc cucteMu. bazoBuM TepMiHOM [JIsI MOSICHEHHS poJii (hizrmuHOl
CTPaTH BUCTYIIAE [IATYUK SIK €JIEMEHT KOHTPOJIOI0YOTO MPUCTPOIO CUCTEMH, IO BUKOHYE Oe3110-
cepelHE BUMIPIOBAHHS 3HAYeHb ITapaMeTPiB CUCTEMU Ta iHTEPIPETYE OTpUMaHy iH(opMallio B
3pYYHUU JJ14 TIepeiadi CUTHA.

Binomo, 1o gatunk (ceHcop, Bijl aHIJI. S€NsOT) — Ie MOHATTS B cUCTeMaXx YIpaBJIiHHS, 1ep-
BUHHWI TIEPETBOPIOBAY, €IEMEHT BUMIPIOBAJILHOTO, CUTHATIBHOTO, PETYJII0I0Y0T0 ab0 yIIPaBJIsIO-
YOTrO TIPUCTPOTO CUCTEMH, TII0 MEPETBOPIOE KOHTPOIHOBAHY BEJIUUYNHY B 3PYYHUN /IJIT BUKOPHC-
TaHHA cUTHAJ. /J[aTunKu epeTBOPIOI0Th KOHTPOJIBOBAHY BETMUMHY (TeMIiepaTypy, HApyTy, 4ac-
TOTY TPOIlecOpa TOIIO B CUTHAJ (€JeKTPUYHUN, ONTUYHUI TOIIO ), 3PYIHUN JIJIsT BUMIPIOBAHHS,
nepe/ayi, TepeTBOpeHHsl, 36epirants i peectpariii iHdopmariii mpo ctar 00’ekta BUMipoBaHb [6].

Yeain 3a Kosutincowm [7], mix kareropiero “ceHcop” Mu po3ymieMo Oyib-1110: TOOTO Bif 13ep-
KaJIoBaHHsS TpadiKy /10 CUCTEMHOTO JKypHaJy MiKMepekeBOro eKpaHy, — TOro, 1o (ikcye aani
npo (inbrpamio MepexkeBoro Tpadiky Ta Moxke OyTH BUKOPUCTAHUM JJIs OIHKHU SK iH(bopMa-
1iiiHO1, TaK i KiGepHeTUYHOI He3MEKH.

Mepexa Takux JaTYuKiB: K arapatHux (Ha (izuaHOMY PiBHI), Tak i MporpaMHUX (Ha Marte-
MaTHYHOMY PiBHi), /103BoJIsIE c(hOPMYBATH BEKTOPU BXIJTHUX JAHUX a!, ¥® MHOXUHE 30BHIIIHIX
ctumyJiie X i hizudaHOol S! ta maremaruunoi S° ctpatu cuctemu S BignosigHo. Hexait
x!= [x(i), x11, xé,..., xi“] — BEKTOp BXIiJIHUX MapaMeTpiB IiacucreMu S 1, x?= [xg, x12, x%,..., xﬁz |1 —
BEKTOp BXIJHUX mapameTpis migcucremu S2, Tom y1 :[yé, y}, y%, cen yiq] — BEKTOP BUXIJJHUX
napameTpis migcucremn S, a y2 = [yg, yf, y%,..., yﬁZ] — BEKTOP BUXIiJIHUX I1IapaMeTpiB Ii/icuc-
Temu S2.

Disuunuii piBeHb. PosrisineMo apxiTekTypy BhisuaHoro piBus iepapxii (puc. 2).

Ha ¢dismunomy piBHI iepapxii Mepeka amapaTHUX AaTYNKiIB BUKOHYE BUMIiPIOBaHHS (i3nd-
HUX TTapaMeTpis cuctemu x' =[xg, xi, x5, ..., x}u |. Posrianemo gerasbHile BeKTOp BXiJIHUX 1a-
paMeTpiB MepIoi CTPaTu:

xé — CTaH 1poiiecopa (3aBaHTaKEHICTh, TeMIIEPaTyPa, CIIOKUBAHHS €JIEKTPOEHEPTii TOTIO);

x11 — cTaH 1aM’ATi (3aIT0BHEHICTh, MIBUIKICTh 3UNTYBAHHS /3AITUCY TOTIO);

x% — MOTOYHi#t cTaH MopTiB, ix gocrymHicTs (0 abo 1);

X§— CTaH iHITOTO MEPekKeBOro 06T THAHHSL.

. * BumiproBaHHs (hisnuHIX MTapaMeTpiB 3acobamu c "
¥ .| IaTYNKIB, CEHCOPiB, KOHTPOJIEPIB; Disuurmii pisern Y
* Hamanus focTyTy /10 BXIZHUX JaHUX TPUKIATHIM
cUCTEMaM.

Puc. 2. CrpatudikoBanuii onuc GpizmuHOro piBHA i€papxii
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Ha ocHoBi 1iux maHuX 3 ypaxyBaHHSIM KePYIOUOTO BILUIUBY PO3MOAIMBHOI (DYHKIIT APYTOTO
piBHsI iepapxii c? (yz) OTPUMYEMO BUXi/[HI 3HAUECHHSI y1:

y' =5'(x', ).

[adopmartiiina dyHkiItiga h! (y1) repejia€ 3HAUYEHHs BUXIJIHUX TTapaMeTpiB mijcucreMu S b
BIIMBAIOUN Ha 3HAYEHHS BUXIIHUX TTApaMeTPiB MiacucTeMu § 2

MarematuuHuii piBeHb. Po3riisHeMo apXiTeKTypy MaTeMaTUYHOTO PiBHS iepapxii (puc. 3).

Ha marematnunoMy piBHI iepapXii Mepeska TPUKJIAJIHUX CEHCOPIB BUKOHYE BUMIPIOBAHHS T1a-
paMeTpiB MPUKIATHUX CUCTEMH x? =[x§ , xf, xg N xi].

3arajioM Moske iCHyBaTH 6araTo pisHUX [yKepeJ JaHuX JJIs IIbOTO PiBHSI, KOJKEH i3 SKUX I1apa-
MEeTPU3YEThCA 3a3/IAJIET1/Ib BU3HAYEHUM YMHOM (KOKHOMY TIOTOKY BiJIITOBIJIA€ XOCT, JIKEPETIO Ta
THII JKepesia sk, Harpukiaz, 17t Splunk ES), a Takosk iHmeKcy€eThest MicIie, KyAu HaJlCUIaI0ThCS
JlaHi 3 KOKHOTO Takoro pkepesa (Hanpukiaz, ingekcep aus Splunk ES). Bei 1i 3HaueHHs 0110~
MaraioTh BU3HAUYUTH TOXOJKEHHS THUX YW IHIMNAX JaHuX 1pu notpamigaHi 1o SIEM-cuctemn,
IpOTe HeOOXiHO BUALIMTH Cepell HUX TaKi:

xg — JIaHi 10/I0 MO/Iiil 6e31eKN Ta CUCTEMHI JKypHaIU (JIJIsT TPUKJIA/LY, MOKYTh TlepeaBa-
tuch y Burisazi Syslog rpadiky);

xf — TeJIeMEeTPisi MepesKeBUX MPUCTPOIB (TUTIOBO nepepaeThest 3a crangaproM NetFlow);

x% — 3axorutenns MmepeskeBux nakertiB (PCAP daiinm).

Ha ocHoBi 1iux flaHnX 3 ypaxXyBaHHSIM KePYIOUOTO BIUIUBY PO3TOiJIbHOI (DYHKIII TPETHOTO
piBHS iepapxii 3 (y3) Ta iHopmalliiitHoi (pyHKIIT Mepuioro piBHA iepapxii hi(yi) OTPUMYEMO
BUXI/IHI 3HAUEHHSI yz:

y*=82(x% ), hyh).

[ndopmariiina dyHkitisa h? (y2) nepejiac 3HAUYEHHST BUXIJHUX TTApaMETPIB MijicucreMu S 2
BILIIBAIOYH HA 3HAYCHHS BUXIHIX MapaMeTpiB mizcucremu S°.

PiBenp anaxituku. Po3rissHeMo apxiTeKTypy piBHS aHAMITUKY (puC. 4).

Ha piBHi aHaTiTHKN BUKOHYETHCST 30ip, 06poOKa Ta aHAJI3 TaHUX PO3BIIKK 3arpo3 3acobaMu
mwrardopmu possiaku 3arpos (TIP), a TakoK MPOBOAUTHCS MOHITOPUHT Ta aHAIITHYHA 00pOOKa
BXIZIHMX JJaHUX (DI3UYHOTO Ta MAaTEeMAaTUYHOTO PiBHS 3 3aJyYeHHSIM JIaHUX PO3BIJIKM BPa3JIMBOC-
teit (STEM), inaukaTopiB KOMIIpOMeETAIlil Ta MOJITHK Oe3IeKn x3 = [xg’ , xf’ , xg - xzs ], 1o mo-
CTiiTHO OHOBJIIOIOTHCA.

Baskmso, mo6 yci mxepena T1, VI, IOCs Oyim 10CTOBIpHUMM, aKTyaJIbHUMK 1 HAJIEKHIM

YMHOM Hi,Z[TpI/IMyBa.HI/I IIpo1eCc aBTOMaTU4YHOTO HpI/IfIHHTTH piH.[eHb 11OZ0 CTaHy 6e3nexn 3acobamu

. L . . 3
52 * 36ip, HopMauti3ailis, mapcuHr i 36epiraHust JaHuX; ¢ Y2
* BubGip MmaTemaTmuHmnx Mojesel, po3pobka meTpuk | MaremaTuunuii pisesp | ———
Ta KOPEJSIiNHUX TTPaBUJIL. T
Lt

Puc. 3. CtpatudikoBaHnii onuc MaTeMaTHYHOTO PiBHS i€papxii
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Onepaujitina ananimuxa sax iLcCmpymenm MOHIMOPUHzYy 0aHux ma Yynpasiinis nooismu CUCeM...

* 36ip, 06pobKa Ta aHasi3 JaHUX PO3BIAKU 3arpo3
3acobamu TIP;

2 * MOHITOPIHT BXiTHUX JTaHUX Ta YIIPABIIHHS T T — e
nofisimu Geanekn incrpymertamu STEM; (MamMHEOTO HaBuAHHs) —
e Bigyasbna anamituka, GopMyBaHHS 3BITIB.

i
2

Puc.4. CrpatudikoBanuii onuc piBHA aHATITUKA

STEM Ha ocHOBI 3a3/1a71€Ti/Ib BUBHAUEHUX METPUK Ta KOPEJAiTHUX 1paBui. Came TOMY peryJisp-
He Ha/IXO/KeHHS Ta OHOBJIEHHSI HACTYITHUX JJAHUX € KPUTUYHO BaXXJIMBUMU [171s1 €(DEKTUBHOI PO-
6OTH CHCTEMU MOHITOPUHTY JAHUX Ta YIIPABIIHHS TOAISIMU OE3MEKH:

x2 — mani anamituxy Gesnexn (TT, VI);

xf — ingukatopu kommpomerarii (10Cs);

x% — CTaHJapTH Ta HOJITUKU Oe3IIeKH.

Ha ocHoBi nx aHuX 3 ypaxyBaHHSIM Kepyl4oro BIUIUBY iH(GopMaIliiitHoi (hyHKILiT 1pyTroro
piBHs iepapxii h? (y 2) OTPUMYEMO BUXIi/IHI 3HAUEHHS Y 3

¥ =570, K (y%)).

Posnoginbra dysKiisa c? (y3) Tepeiac 3HaYeHHs BUXIIHUX IapaMeTpiB migcucremMu S°,
BIJTMUBAIOYM HA 3HAUEHHST BUXI/THUX TTapaMeTpPiB mijcucreMu § 2,

BucuoBku. TeopeTnko-MHOXUHHWH MiXi/ 71T BUSHAYEHHS CTPYKTYPHO-(YHKITIOHATBHUX
ocobmBocTeil 106y 10BK MoJie 1 GaraTopiBHEBOI CUCTEMU MOHITOPUHTY JaHUX Ta YIIPABJIiHHS [10-
HisiMu Oe31eKH € MPOYKTUBHIM sIK 3 TIOTJISILY BUOOPY ONITUMAJIBHUX CTPATETiil 300py TaHUX, TaK
i ysarajnbHeHOI cTpaTudikallii opraHizaiiiHuX i TeXHOJIOTIYHUX PiBHIB yIPaBJIHHS CUCTEMaMK
3abesreyenis Oe3rmeKu.

Mogpenb 00poOKu MepeskeBoro Tpadiky YAOCKOHATIOETHCS 3a AOINOMOTOI0 PO3OUTTS MHO-
JKUHU CTPYKTYPHO-(DYHKIIIOHATIBHUX €JIEMEHTIB, OJIOKIB, TiACKCTEM i 3B’SI3KiB MisK HUMHU Ha yI10-
PSIKOBAHY CYKYTHICTb TIJIMHOKWH, CTpAaTU(iKOBAaHUX 32 (DI3MUHUMU, MATEMATUYHUMU Ta aHa-
JUTUYHUME O3HAKAMHU, 1[0 J03BOJISIE BCTAHOBUTH TIOPSIOK B3a€MO/I1 BILIUBIB 1 BIArYKIB y Gararo-
PiBHEBUX CHCTEMaX MOHITOPUHTY JaHUX Ta YIIPABJIHHS TOIisIMU GE3IEKH.

CrpykTypHO-(yHKIIIOHAJbHA cXeMa yrpaBJiiaHsa ganumu g SIEM-cucrem, 1o BpaxoBye
npsaMi i 3BOPOTHI 3B’s13KM (hi3MUHOTO, MATEMATUYHOTO i aHAJITUYHOTO PiBHIB Hapasi € HailOiIbII
(hopmasizoBanmM i yHiBEpCATLHUM MiXOIOM MAaTEMATUYHOTO MO/IETIOBAaHHS CUCTEM YTIPABJIiH-
HSI O/1I0HOTO THILY.

[TepcrieKTHBY MOAATBIIOTO PO3BUTKY i 3aCTOCYBAHHSI 3alIPOIMIOHOBAHOI HaraTopiBHEBOI MO-
JIeJTi CHCTEMU MOHITOPUHTY JIaHUX Ta YIIPABJIIHHS TOIISIMI OE3MEKH TOJISATAIOTh Y MOSKIHBOCTSIX
mpo3opoi Gopmasizarii MiboBUX (DYHKINH Ta 3/iHCHEHHS CTPYKTYPHO-TIAPAMETPUYHOI OITH-
Mizallii cucrem 3abe3redeHHs KibepOesIeKu.
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OPERATIONAL ANALYTICS AS A DATA MONITORING
AND EVENT MANAGEMENT TOOL
OF THE CYBER SECURITY MANAGEMENT SYSTEMS

With growing demand for the digitalization of data collection, transmission, processing and storage processes in
all life spheres of individual, society, and state, there is an urgent need to construct an infrastructure of infor-
mation transmission networks which can provide a secure connection between endpoints and data centers. These
networks must have high availability and provide the fast and efficient processing of information requests, espe-
cially in case of critical infrastructure networks. A structural functional scheme of data management for SIEM
systems which includes straight and reverse relations between physical, mathematical and analytical levels is
proposed, based on the stratum theory by M. Messarovich. A model of multilevel system for the data monitoring
and cyber security event management is built in order to provide a systematic approach to maintain the safety
state of complex systems and to ensure mechanisms for the operative real-time cyber security incident response.

Keywords: Security Information and Event Management (SIEM), Threat Intelligence Platform (TIP), cyber secu-
rity event management, data monitoring, stratum theory.
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