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TECHNOLOGY OF INTELLIGENT CONTROL OF UNMANNED
AERIAL VEHICLES MONITORING IN THE AIRSPAGE
USING 5G CELLULAR NETWORKS

Introduction. The increasing number of unmanned aerial vehicles (UAVs) in the airspace, as
well as the imperfection of the regulatory framework for the regulation of their activities,
poses numerous challenges to regulators. This work proposes the development of intelligent
technologies and soft-/hardware systems combined with state of the art 5G cellular networks
for solving problems of UAV registration and monitoring.
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The purpose of the paper is to analyze the state of the UAV market and related legislation in
the world and Ukraine; to develop the technology for intelligent control of UAV monitoring using
cellular networks, to prepare guidelines for the implementation and application of the system.

Methods. The methods of data transmission in 5G networks and construction of global distrib-
uted loT networks for the implementation of monitoring technology, methods of data analysis and
detection of anomalies for the study of events occurring in the UAV network were used.

Results. The technology of intelligent monitoring of UAVs with the use of a modern 5G
cellular network was developed. The use of the fifth generation network provides high data
transfer speeds with ultra-low latency and meets all the necessary security requirements. The
technology of intelligent control of UAV monitoring consists of separate methods, which are
executed in the monitoring center, data processing center and in the supervisory control and
data acquisition system. The use of cellular base stations for primary data processing and
filtering speeds up the events processing in the UAV network.

Conclusions. The results of the work can be used by civil aviation regulators for moni-
toring the usage of airspace by unmanned aerial vehicles, as well as for prevention of casu-
alties and emergencies.

Keywords: information technology, monitoring system, registration system, unmanned aerial
vehicle, 5G network.

INTRODUCTION

The total market value of unmanned aerial vehicles (UAVs) in the world is esti-
mated at 19.3 billion US dollars and is expected to reach 45.8 billion by the year
2025. The markets of North America and Asia are the most developed and ex-
pensive (Fig. 1). Depending on the application, the UAV market is divided into
military, commercial, government, law enforcement and consumer segments.
Currently, the military market is the most technologically advanced the largest
in terms of sales, but the least accessible for the consumers. According to fore-
casts, the commercial market segment will grow at the maximum average annual
rate. This can be explained by the expansion of the range of UAVs application
for various commercial purposes, such as product delivery, monitoring, land
surveying, cartography and remote sensing.

UAVY MARKET, BY REGION (USD BILLION)
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Fig. 1. UAV market by macro-regions of the world [1]
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Ukraine ranks 27th in the world by the variety of UAV models, but domestic
production is only 7 % of the total quantity. At the same time, almost 90 % of all
UAVs are purchased in China, the United States and Israel. Today, the undisputed
market leader is the Chinese company DJI, which owns more than 70 % of the
global consumer market and more than 80 % of the Ukrainian market [2].

UAV safety is one of the most important tasks that require reliable solu-
tions, given the active use of UAVs in business and in everyday life. The intro-
duction of advanced information technologies into the industry plays a signifi-
cant role in its development. According to the Strategic Plan for the Develop-
ment of Air Transport in Ukraine, the priorities include ensuring the safe opera-
tion of UAVs, as well as the implementation and supervision of compliance with
the Aviation Rules of Ukraine for the operation of UAVs. One of the compo-
nents of supervision is the registration and storage of information about the
owner, place and date of purchase, the serial number of the device etc.

An increase in the number of UAVs of different types in the airspace will
inevitably lead to its overflow. It is necessary to apply fundamentally new ap-
proaches to UAV monitoring to prevent accidents that could lead to aircraft
crashes and further casualties. One of the possible options is constant tracking of
UAV movements in the air, though an important disadvantage of this approach
is the significant energy costs for constant determination and transmission of
coordinates. A promising way to solve this shortcoming is the use of 5G cellular
networks, the functional features of which are suitable for use in UAVs.

FORMULATION OF THE PROBLEM AND RESEARCH OBJECTIVES

The airspace of Ukraine is defined and established by the standards of the international
organization I[CAQ, the documents of the international organization Eurocontrol, the
Regulations on the Usage of Airspace of Ukraine and the Air code of Ukraine [3].
Permission and conditions for the use of airspace are issued by the bodies of the joint
civil-military system of air traffic control based on an application for the use of air-
space, excluding cases as provided by the Air Code of Ukraine.

UAVs present a wide range of hazards for the civil aviation system [4] and
these hazards must be identified and eliminated [5]. All ICAO member countries
must comply with the relevant laws authorizing the usage of European airspace
and establishing the conditions for its use by the civil-military air traffic control
system based on applications for the use of airspace. According to the ICAO
Chicago Convention [6], all UAVs, regardless of whether they are remotely
manned, fully autonomous or mixed, are subjected to the provision of Article 8,
which concerns obtaining a special service release. According to Article 31,
each UAV must have an airworthiness certificate.

Among the various favorable technologies for the registration and monitoring of
UAVs, wireless communication is important and has attracted considerable attention
in recent years [7]. Indeed, many studies around the world are now exploring the pos-
sibilities for servicing commercial UAVs with cellular networks. Manufacturers of
cellular networks are testing prototypes of unmanned base stations (UBSs), while
research institutions are studying and developing mathematical and algorithmic solu-
tions to solve new problems that arise with the development of UBSs. In [8] similar
developments and their influence on the integration of UAVs into the cellular network
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are analyzed. Proceedings [9-11] are devoted to the analysis of wireless technologies,
new opportunities and challenges of these technologies when using communications
with UAVs; in [12—13] the improvement of the fourth-generation cellular networks
(LTE) was carried out to increase the efficiency of UAV operation; in [14] an over-
view of unresolved problems in UAV communications is carried out.

To optimize existing and build new wireless remote registration and UAV
monitoring systems with 4G and 5G cellular networks, it is necessary to develop
methods that will improve the performance of cellular communication networks
so that they can meet the necessary criteria in urban conditions. It is also neces-
sary to ensure the introduction of new and support for existing mobile systems
that should meet the requirements of modern network architecture, create effec-
tive traffic management tools and ensure a sustainable service quality indicator.

Communication is one of the key issues in creating a UAV monitoring system.
The fastest possible transmission of information with minimal delay and high reliabil-
ity of data delivery are required. That is why universal coverage of modem cellular
networks should be carried out in Ukraine to properly support radio access technolo-
gies. Under these conditions, 5G cellular communication technologies can signifi-
cantly improve the quality of the main criteria required for UAV monitoring.

The purpose of the paper is to analyze the state of the UAV market and re-
lated legislation in the world and Ukraine; to develop the technology for intelli-
gent control of UAV monitoring using cellular networks; to prepare guidelines
for the implementation and application of the system.

UAV MONITORING SYSTEM ARCHITECTURE

The monitoring of objects is usually defined as the systematic accumulation and
processing of information about the state and dynamics of changes in the pa-
rameters of the analyzed object or process, and the presentation of results in a
form convenient for the supervisor. Monitoring systems combine hardware and
software, and wired or wireless data transmission technologies are used for their
interaction. Observing dynamic objects, such as UAVs, is quite a challenge,
especially outside densely populated areas, as the transmission of information
about the condition and location of the aircraft can be difficult. With the provi-
sion of sufficient coverage of the territory by cellular networks of the fourth and
higher generations, the problem of data transmission is minimized.

In general, the monitoring system using cellular networks consists of a moni-
toring center, supervisory control and data acquisition system (SCADA), base
stations (BS) of cellular networks and UAV networks (Fig. 2). The main monitor-
ing center contains a separate data processing center (DC), which receives infor-
mation, and means for presenting information to monitoring operators. SCADA
performs data acquisition and analysis in real-time or in time close to it. Informa-
tion is processed as it is received and, most importantly, it is aggregated from all
levels and sources. Data transmission is performed through cellular networks. BS
gNB (Next Generation Node B) provides coverage and wireless data transmission.
To communicate with gNB stations, UAVs must be equipped with appropriate
transmitters that support 5G cellular network standards.
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Fig. 2. Implementation scheme of UAVs’ monitoring system using cellular networks

The monitoring system analyses UAV’s position and detects violations of
the airspace, unsafe head-on approaches and other scenarios of aircrafts unau-
thorized usage. Counteracting to the occurrence and, if possible, liquidation of
the infringement consequences includes the continuous monitoring of potentially
dangerous locations and objects to take necessary actions towards consequences
liquidation; taking necessary actions for fighting with possible violations conse-
quences; fast response on infringements with the help of aircraft; the formation
of the possible swift actions, their dispatching, synchronization and maneuvering
of resources of the control dynamics [15, 16].

The concept of a developed method of monitoring and responding to the in-
fringements in the UAV network is based on the following steps (Fig. 4):

1. An event E|, ..., E; of a certain type occurs. It could be an accidental
(", ..., Vy) or purposeful violation (V1 ..., IV,).

2. Information regarding events are transmitted on specialized allocated BS
gNB.

3. Base stations compare received information with respective templates,
conditions and areas of airspace. Afterwards information regarding purposeful
violation IV, ..., IV, is transmitted to SCADA (Fig. 3).
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Fig. 3. Transfer of information about events into BS and SCADA
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Fig. 4. Algorithm of the proposed monitoring method
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4. Based on a set of rules for responding to the infringement SCADA de-
cides on how it is necessary to react.

5. After processing the violation, SCADA exchanges information with the
UAYV monitoring center, where information regarding violation V1, ..., IV, is
stored in DC and is given to the monitoring operators.

gNB base stations collect data about every event in the UAV network,
caused by both purposeful 7V, ..., IV., as well as accidental 1V, ..., IV, actions.
Infringement premeditation is defined by a comparison of the event parameters
with the respective templates.

After this simultaneously the set of objects 0, which are possibly affected
by the infringement (block 1)

0={ac=1ad0, }={0,,0,,..0,,},(ac=1,ad)
is being defined, and the set of extrapolation rules (block 2)
R={ab=1agR,}={R R, ..R,,} (ab=1ag)

is being formed, which allows estimating the potential influence of infringement
on airspace objects.

Determination of the influence degree of infringement (block 3) is con-
ducted by the formula:

1, =2 pi=The,

bc

20

bi=1

where Q,. is the comparative importance coefficient, which is calculated by the
formula:

bc
O, = Zabz"xbibj’bl =1bc,
bi=1

where x,, is the value of bi-th criteria of violation type bj; a,, is the impor-

tance of the bi -th criteria.
SCADA system response on the infringement is carried out according to the
set of rules (block 4)

L={i=1nL}={L,L,,.L,}.

In the case when SCADA is capable to positively resolve the violation, it
sends the necessary commands back to the violator and stores the respective
information in DC. In the other case, when SCADA is unable to resolve the
violation, it sends information to DC and monitoring operators. After a success-
ful response to the infringement, its information is stored and the set of such
infringements (block 5)

I={ia=1nal, }={11,,.1,}

1s formed.
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IMPLEMENTATION AND APPLICATION OF THE SYSTEM

In the absence of UAV built-in cellular communications, it is necessary to develop a
specialized device for the implementation of the proposed system. Such a device must
be universal and capable of connecting to any type of UAV. Size variability will be a
significant problem when developing a device, but for most models, a universal solu-
tion is possible, and mini- and micro-drones will require separate equipment or soft-
ware reprogramming,.

For registration, the buyer must confirm his identity with a passport or other rele-
vant documents. After getting acquainted with the conditions of UAV use and the
country’s legislation on airspace, the first stage of registration takes place. The second
stage occurs during the first activation of the UAV. When buying a UAV in official
stores, the seller will be required to register the buyer and create an entry in the register
of the Monitoring Center for the purchased device. The record will contain informa-
tion about the passport data of the buyer and the place of purchase. At the first activa-
tion of the UAV, the software and/or hardware of the developed system is started.

Regulatory bodies
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Fig. 5. Implementation of the UAV monitoring and registration center
with compliance to the 5G network architecture
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It sends a signal to the primary server that contains the UAV serial number
(IMEI), the date and place of activation, and additional telemetry information.
On the server-side, the information for each UAV is combined based on a
unique serial number and stored during the operation of the device. If the owner
has disconnected the registration and monitoring device himself, he must be held
responsible following the adopted legislation.

According to the model of the monitoring system (Fig. 5), the UAV sends the
signal to the BS, where it is immediately sent to the local SCADA center, and
from there to the UAV monitoring center, where they are analyzed and stored.

The monitoring and recording device sends a signal with a frequency of 5 s,
which is a sufficient interval for tracking UAVs during the flight. During the full
flight, the device consumes 1000 times less charge than the average battery
charge, i.e. the flight time is reduced by 0.1 %, which can be neglected. How-
ever, much more effective from a software and hardware point of view would be
the development of a monitoring and registration system integrated into the on-
board equipment of the UAV.

If a violation occurs, the UAV sends a normal signal, which is distinguished as
a violation directly in the BS and then, if necessary, is transmitted to the DC for
storage. After the detection and registration of the infringement, the aftercoming
actions depend on the internal regulations of the country. Among the possible op-
tions, there are a fine, a seizure of UA Vs, calling of law enforcement officers.

CONCLUSIONS

The work is devoted to solving the problem of UAV monitoring and registration. The
provisions of the documents on unmanned aerial vehicles were considered and it was
concluded that in these documents the issue of registration and monitoring is in the
initial stages of its solution, there is no clear and unanimous vision of a potential solu-
tion to the problem. As shown in the paper, if this problem is not solved, then UAVs
can be used for criminal purposes and cause damage to people or property.

Therefore, in order to solve this problem, the possibility of using a new genera-
tion of cellular networks to ensure the registration and continuous monitoring of
UAVs was considered. As a result, a modern 5G cellular network was chosen for the
development of the communication system. This network has a high data rate with
ultra-low latency and is the most advanced of all existing alternatives. The paper also
proposed new technology for intelligent control of UAV monitoring, which consists
of a monitoring center, a data processing center and the supervisory control and data
acquisition system. The use of cellular base stations speeds up the processing of events
in the UAV network with the help of filtering. The proposed monitoring system can
provide the highest level of safety when using UAVs.

The results of the work can be used by civil aviation regulators to monitor
the use of airspace by unmanned aerial vehicles, as well as to prevent casualties
and emergencies.
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MixxHapoaHUI HayKOBO-HaBYAIbHUI LIEHTP

iH(pOpMAIIITHUX TEXHOJIOTIH

ta cucteM HAH ta MOH VYxpainan,

40, ip. Axan. I'mymkosa, 03187, m. Kuis, Ykpaina

TEXHOJIOT'LA 40, IHTEJIEKTY AJIbHOT'O KEPYBAHHA MOHITOPMHI'OM
BE3IIJIOTHUX JIITAJIBHUX AITAPATIB V IIOBITPAHOMY ITPOCTOPI
3 BUKOPUCTAHHAIM CTIUVIBHUKOBUX MEPEX 5G

Beryn. 3poctanHs KiTbKOCTI 0€3MUIOTHHX JTiTAIbHUX anapatiB (brnJIA) y noBitpsHOoMy nipocTopi,
a TaKOXX HEJIOCKOHAIICTh HOPMATHBHO-TIPABOBOI 0a3W IMIONO PETyJNIIOBAHHS IXHBOI JISUTBHOCTI,
CTaBUTh YMCIICHHI 3aBJJaHHS IIepe]l perysropamu. B poOoTi pornoHyeThest po3poOIIeHHs iHTese-
KTyaJIbHUX TEXHOJIOTIH Ta IIporpaMHO-arapaTHIX CUCTEM Y HIO€THAHHI 3 HaJICYYaCHUMU CTiIbHU-
KOBUMH Mepexamu SG 171 po3B’si3aHH 3aBJIaHb PeecTpallii Ta MOHITOpUHTY BriJIA.

MeTa CTaTTi — MpoaHali3yBaTH CTaH pHHKY BIJIA Ta 1MOB’S3aHOTO 3aKOHOJABCTBA Y
CBiTI Ta YKpaiHi, pO3pOOHTH TEXHOJIOTIIO IHTEJIEKTYaJIbHOTO KEPYyBaHHS MOHITOPUHIOM
BrJIA 3 BUKOpHCTAaHHSM CTiIIBHUKOBHX MEPEXK, MiIOTYBATH BKA31BKH MO0 IMIUIEMEHTAIIIT
Ta 3aCTOCYBaHHS CHCTEMH.

Metomu. B po6oti BUKOpHCTaHO METOIM Tiepesiadi JaHux y Mepexkax 5SG 1 moOynoBu riiobda-
JIBHHUX PO3IMOJIVICHUX MEPEeXX IHTEpHETYy peded IUIs peati3allil TEeXHOJOTl MOHITOPHHTY, METOIN
AHAJTI3Y JTAHKMX Ta BUSBJICHHS aHOMAJIH TSl JIOCITIIKEHHS TIOJIiH, 1110 BUHUKAIOTh y Mepexi BriJTA.

PesysbTaTu. 3 METOIO pO3B’s3aHHS IPOOJIEMH MOHITOPUHTY Ta peectpauii briJIA npo-
QHAJII30BAHO MOXKJIMBICTh BHKOPHCTAHHS CTUIEHMKOBHX MEPEX HOBOTO IOKOJIIHHS I 3a-
OesmneueHHs peecTpaii Ta 6e3nepepBHOro MoHiTOpuHTY BriJIA. Sk pe3ynbrar, Uit po3BUTKY
CHCTEMHU 3B'13Ky OyJI0 BUOPAHO CydyacHy CTUIBHUKOBY Mepexy 5G, sika € HailOiibi mporpe-
CHBHOIO CepeJl YCiX Cy4acHHX abTCPHATHUB.

P03po0seHO TEXHOJIOTII0 1HTENEeKTyaTbHOr0 MOHITOPUHTY BrJIA 3 BUKOpHCTaHHSAM Cy-
YyacHOI CTUTLHUKOBOT Mepexi 5G. BukopucTanHs Mepexi I1’SITOro MOKOJIIHHS HaJla€ BUCOKY
MIBUJKICTh Mepeiadi JaHWX 3 HAJHU3bKOK 3aTPUMKOI0 Ta 3aJI0BOJIBHSE BCIM HEOOXiTHHM
BUMoram Oe3neku. TeXHOIIOTis IHTeNeKTyalIbHOTO KepyBaHHs MoHiTopuHroM briJIA ckiana-
€TBCS 3 OKPEMHX METOJIB, SIKi BUKOHYIOTHCS B IIGHTPI MOHITOPHHTY, LIEHTPI 0OpOOJICHHS
JAHUX Ta B CHCTEMi JUCHETYEPCHKOr0 KepyBaHHs Ta 300py AaHMX. BukopucTaHHsA 6a30BHX
CTaHII} CTUIBHUKOBUX MEpexX UL MEepPBUHHOIO 0OpoOIeHHs Ta (GinbTpaliil JaHUuX MPUIIBU-
Jurye oopoOieHHs noxiil y mepexi briJIA.
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Odarchenko R.S., Volkov O.Ye., Simakhin V.M., Gospodarchuk O.Yu.

BucHoBku. Bukopucranus 0a30BUX CTaHLIN CTIIbHUKOBUX MEPEXK HMPHUIIBHUIIIYE 00-
pobinenns noxiit y mepexi BriJIA muaxom ¢inbrparnii. 3anponoHoBaHa cucTeMa MOHITOPHH-
ry MOXe 3a0e3I1eYnTH HaWBUIIMH piBeHb Oe3MekH y pasi BukopuctanHs brJIA.

Pesynbratu po60TH MOXYTh OYTH BUKOPHUCTaHI PETYJISATOPHUMH OpraHaMH y Tay3i IU-
BIJIbHOT aBiallil 3 METOI0 KOHTPOJIIO 32 BUKOPHUCTAHHAM IOBITPSHOTO NMPOCTOPY OE3MiIOTHH-
MU arapaTaMu, a TAaKOX JUIs 3a1I00iraHHsS BUHUKHEHHIO HEIITATHUX Ta aBapiHUX CHUTYallil.

Knrwuosi cnosa: ingopmayiiina mexnonozis, cucmema MOHIMOPUH2Y, cucmema peccmpayii,
besninomuuil nimanvrull anapam, mepexca 5G.
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