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PROBLEMS AND PROSPECTS OF IMPLEMENTATION THE STRUCTURES
OF THE INTELLECTUAL ELECTRICITY NETWORKS IN UKRAINE
TO INCREASE THE LEVEL OF ENERGY SECURITY

Formulation of the problem. Functioning of
energy enterprises of Ukraine, energy sphere as a whole
in the conditions of market economy occurs at a high
level of uncertainty and unpredictability.

The prolonged, deep political, economic, and
energy crisis in the country has caused many unforeseen
dangers and threats to the energy sector of the economy.
Its development is also influenced by such factors as the
unstable political and social situation in the country, im-
perfect energy legislation, the criminalization of society,
government and business, corruption, fraud and others.
All this aggravates the problem of ensuring a high level
of energy security [1, p. 223-224]. These factors (fac-
tors) encourage the development of methods for im-
proving the efficiency of economic entities in the field
of energy, ensuring their stable functioning and harmo-
nious development. One of these directions is the intro-
duction of structures of smart electricity networks.

Analysis of recent research and publications. In
recent years, interest in “smart grids” in the energy sec-
tor has increased significantly, in particular the number
of scientific publications devoted to this. This testifies
to their relevance and development. Technological sup-
port, prospects of their introduction and development in
the energy sector of Ukraine were studied by the follow-
ing specialists: S. Denysyuk [2], S. Dudnikov [3],
S. Dubko [4], O. Kirilenko [2], O. Moroz [4], Po-
padchenko S.A. [4], Prahovnik A.V. [2, 5], O. Sav-
chenko [4], B. Stogny [1], S. Tulchinskaya [6], M. Che-
remisin [4], M. Chernyshov [6] and others.

Also important and equally important are the issues
of energy security, which are being actively researched
by domestic scientists, such as: O. Dzoba [7, 8], S. Kaf-
ka [8], K. Kulakovsky [9], O. Latysheva [10], L. Loga-
chova [11], M. Muzichenko [12], O. Novikova [11],
A. Lieutenant [9], L. Simkov [8], R. Opimach [13],
A. Stepanova [14] and others.

However, studies have shown that today they are
still insufficiently enlightened, analyzed and solved,
needing further in-depth study of the problem and pro-
spects of implementing the structures of intelligent
power grids in Ukraine in order to increase the level of
energy security.

The purpose of the article is to investigate the
problems and prospects of the processes of develop-
ment, implementation of structures of intelligent elec-
tricity networks in Ukraine in order to increase the level
of energy security.

Presenting main material. At any point in the
functioning of an energy enterprise, the energy industry
as a whole of any country, there is a potential risk of
crisis, even if crisis phenomena are not observed, when
they are non-existent and cannot be predicted. This is
primarily because the global socio-economic system, in-
cluding the energy sector, is developing cyclically. The
external environment is also developing dynamically,
the ratio of managed and unmanaged processes is chang-
ing, the needs for energy resources (sources) and inte-
rests of society, the needs for these resources of produc-
tion and other spheres of life and so on are changing.
Therefore, the main task to maintain an acceptable level
of stability will be in the process of avoiding critical and,
even more so, catastrophic risks in order to avoid (pre-
vent) the emergence of a crisis in the energy sector (and
as a result, the economy as a whole). Therefore, energy
security is a state of the energy sector's potential, which
guarantees the highest level of efficient use of energy
resources, timely, sufficient level of energy resources
for the stable functioning of the country's economic sys-
tem, its further harmonious development, etc.

The level of energy security will depend on how
effectively its government, experts in the field are able
to avoid (prevent) possible threats, eliminate the harm-
ful effects of certain negative components of the exter-
nal / internal environment, etc.

One of the ways to maintain a high level of energy
security is to diversify energy resources, to use com-
bined energy supply systems with renewable (re-
newable) energy sources (RES), taking into account the
Smart Grid concept. Significant contribution to the de-
velopment and design of combined energy supply sys-
tems with renewable (renewable) energy sources (RES),
taking into account the Smart Grid concept, was made
by S. Dudnikov [3, p. 67-69].

According to the research, the existing (existing)
power grids in Ukraine are exclusively constructed un-
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der the so-called “centralized power supply” scheme.
This scheme requires the use of higher voltage, the cre-
ation of large-scale electrical networks.

In networks of this type, even small local disrup-
tions can have a significant impact on the entire energy
system of our country, even leading to large-scale
crashes.

New conditions, factors, catalysts for the develop-
ment of the energy sector of Ukraine in the context of
European integration shape the need for the develop-
ment, further active introduction of new (newest) tech-
nologies, elements, components that will allow to pro-
vide: movement of electricity flows, movement (flows)
of information from energy companies to consumers
and backwards; the process of continuous monitoring

(with the possibility of further prompt and timely regu-
lation (if necessary, in case of deviations from the
planned indicators (parameters, indicators, etc.) for all
elements of the network, from the activity of the coun-
try's power plants to the final consumption of electricity
by individual devices; integration of the distributed
power sources production; energy (including RES) and
the means of storage of the generated electricity; heat
recovery and the like.

Transformation of energy markets of the world (in
particular the EU), crisis in Ukraine (in energy, eco-
nomy), the latest trends in the EU energy sector, the
need to ensure a sufficient level of energy (as a compo-
nent of economic and national) security, other factors
have led to the need for new positioning of economic
policy Ukraine in the field of energy (fig. 1).

Increasing rates of harmonious
development of computer,
information technologies,

increasing the level of automation
of energy processes

New standards (European, world),
conditions for the formation
of rules, behaviors of participants
in the energy markets (including
electricity)

Balancing the interests of "pro-
ducer", "supplier", "consumer" of
energy resources, provided the
harmonious development of com-

petitive energy markets (especially

electricity and natural gas markets)

Intense growth in the number
of small generating (including

Changing internal conditions of
functioning of energy markets

renewable) energy sources

Global price trends for energy | ¥
resources (sources)

Requirements for the new
positioning of Ukraine's
energy policy

Increasing level of economic
instability

\

Reforming the organization of the
energy sector in most countries

The harmonious development
of the market for greenhouse gas
emissions

Long-term investment and life
cycle of the assets and energy
sector as a whole

The increasing level of wear and
tear of the equipment, the need for
its renovation, repair, re-equip-
ment / replacement, the need for
massive investments in renovation

Reducing the overall level
of security of energy supply
in Ukraine, reducing the level
of energy security

Increasing the level of require-
ments for the set and quality of en-
ergy services, increasing the level
of requirements for information
transparency of the system of rela-
tions between the subjects of the

energy markets (consumers)

Fig. 1. Scheme of interaction of factors in repositioning of Ukraine's energy policy

Note: Created by the authors.

The research shows that an innovative energy sys-
tem based on the Smart Grid concept has significant ad-
vantages over the current one in Ukraine. The main
advantages include the following: cost-effectiveness,

efficiency and controllability of the system. The deve-
lopment and implementation of functionality (table 1)
will significantly increase the level of power efficiency,
and provide the expected benefits for all stakeholders.
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Realization of key requirements on the basis of basic ap-
proaches can be ensured by the development of tradi-
tional in combination with creation of new functional
properties of the grid of Ukraine, its key elements.

In the table 1 gives a comparative description of the
functional properties of the current (active) energy sys-
tem of Ukraine and the potential energy system that is
created on the basis of the implementation of the Smart
Grid concept.

Table 1

Comparative characterization of the functional properties of the Energy system of Ukraine
and the Energy system based on the Smart Grid concept

The current energy system of Ukraine

Innovative energy system based
on Smart Grid concept

One-way communication between elements or lack thereof

Two-way communication

Centralized Generation — Distributed generation with a
complex integration process

Distributed generation

Radial topology prevails

Network topology prevails

Responding to the consequences of an accident

Responding to predicting and preventing (preventing)
an accident

Operation of the equipment until complete failure (break-
down)

Continuous monitoring, self-diagnosis, which help to
extend the life of the equipment

Manual recovery for errors, crashes, etc.

Automatic Network Recovery (Self-healing Net-
works)

High level of system crashes

Forecasting the development of system crashes, pre-
dicting their occurrence

Manual, fixed network allocation

Adaptive network allocation

Checking the equipment on site

Remote monitoring of equipment

Limited power flow control

General power flow control

End-user pricing information is not available or too late

Consumer price level is displayed in real time

Note: authors based on [15].

The beginning for the development of the concept
of "Smart Grid" in industrialized countries was the for-
mation of a clear strategic vision of goals, objectives of
electricity development, which would meet the ever-
growing demands of society, stakeholders, namely:
states, science, manufacturers, economy, entrepreneur-
ship, consumers, etc. (fig. 2).

Therefore, the structure of smart electricity grids in
Ukraine is promising for use.

To connect renewable energy sources to the grid of
the country under the conditions of the electricity mar-
ket development, it is necessary to use the appropriate
Smart Grid systems for the purpose of automated ma-
nagement of energy flows, timely regime regulation of
flows, electricity consumption by system maneuverabi-
lity and so on. This is also related to the level of deve-
lopment of the country's electric transport (it has been
happening rapidly in Ukraine in recent years, starting in
2016) [16].

The main trends in the development of Smart Grid
systems are the automated management of large
amounts of information; introduction of modern (in par-
ticular intelligent transformers); integration of all sys-
tems of accumulation (storage) of electric energy in
commercial electric grids; software development, Inter-
net networking, etc.; development of "Internet services",
subscription systems for electricity; development of in-
telligent sensors (primarily thermostats), other intelli-
gent systems, etc.

82

Major European Smart Grid projects include the
following: ECOGRID (an initiative-driven multi-tech-
nology project to manage consumption with 28,000 re-
sidents, 300 large consumers and 56 MW of renewable
energy generation, costing € 21 million, completed in
2014); DDRESS (managed distribution network for “ac-
tive consumer” integration, demonstration, multi-tech-
nology project involving 400 consumers. Cost - EUR 16
million, completed in 2012; GRID4EU (research,
demonstration, multi-technology project worth EUR 54
million) will be completed in 2018; GREEN eMOTION
(a comprehensive project consisting of nine multi-tech-
nology projects for the study of the integration of power
stations to charge electric vehicles, optimal charging cir-
cuits, etc.) worth EUR 24.2 million, completed in 2015,
etc. [15].

In our opinion, the most complete, general func-
tional and technological ideology of the concept of
"Smart Grid" was reflected by the Institute of Electrical
and Electronics Engineers. According to him, "Smart
Grid" is the concept of a fully integrated, self-regulating,
self-sufficient, self-renewing electricity system, which
has a network topology, includes all generating sources,
backbone, distribution networks, all types of electricity
consumers, managed by a single network in real time
[15].

“Smart Grid” systems are required for the process
of connecting renewable energy sources to the large grid
under conditions of constant development of the
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Stakeholder
groups

Stakeholders

Stakeholder effects

Wholesale sellers of electricity
(capacity).

Retailers of energy services.
Electricity Transmission
Companies.

Energy
companies

Distribution Network Companies.

Operational improvements.

Transparent accounting and billing
system.

Real-time shutdown management.
Improving power management processes.
Reducing electricity losses.

Optimizing Asset Management.

System planning.
Maintenance, real-time monitoring

of Ukraine.

Wholesale electricity market
operator.

Reliability Regulators.

Regulatory
authorities

Government regulation agencies

Improved reliability of power
supply. Transparent electricity
supply and metering system.
Improving power management
processes.

Reducing electricity losses.

Reduced electricity tariffs

Improving the reliability of power
supply.

Increasing the overall level of service.
Access to real-time power supply
information.

Industrial.
f Commercial

Ability to control power consumption
levels.

Ability to participate in the demand
management process

Electricity
consumers

Improving the reliability of power
supply.

Increasing the overall level of service.
Access to real-time power supply

\

Population of Ukraine

information.

Ability to control power consumption
levels. Ability to participate in the
demand management process

Reducing the level of electricity prices by
increasing the levels of operational,
market efficiency, attracting new
customers.

Reducing consumer spending by
improving reliability.

State and society of Ukraine

Improving network security by increasing
its stability (stability).

Reducing emissions through the
integration of renewable energy sources,

Y

reducing costs.

New jobs and GDP growth.

Possibility of innovative development of
the electricity transmission and
distribution sector

Fig. 2. The system of interconnection of the stakeholders, requirements and effects
in the process of implementation of the Smart Grid concept in the energy sector of Ukraine

Note: systematized based on [15].

Ukrainian electricity market. Their need is the automatic
control of energy flows, timely regulation of leakage,
power consumption by system maneuverability.
Therefore, the movement towards the implementa-
tion of Smart Grid systems in Ukraine is closely linked
to the objective and rigid need to increase the level of
economic efficiency of electricity in the context of in-
creasing energy consumption, limited energy resources.

83

Implementation of the Smart Grid model in Ukrainian
energy will not only optimize existing algorithms for
generating, transferring energy, expanding potential
uses of alternative sources, but will also make signifi-
cant adjustments to the energy development strategy,
energy policy of the country, change their approach to
structure development, management systems. activities
of energy companies.
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Ukraine should actively join the global community
in the process of building a green economy and energy,
which in the future will not only solve energy and envi-
ronmental problems, but also help create the conditions
for solving social problems, improve the quality and ef-
ficiency of public administration, create conditions for
long-term economic growth.

As the research showed, the following are the main
problems [17, 18, 19]:

— the need to accumulate a significant amount of
financial resources globally;

— technological obstacles;

— information asymmetry.

The latter problem is decisive, hindering the har-
monious development of the necessary technologies,
preventing energy market participants from adequately
assessing the existing risks and opportunities of energy
projects related to green energy construction.

The low speed of information exchange hindered
the achievement of the goals of harmonious develop-
ment (transformation of the world energy system into
“green”, combination of interests of all participants of
relations in the energy market). It is the blockchain sys-
tem that can solve this problem. In contrast to its use in
the financial sector of the world economy (the ability to
accelerate financial transactions), in the energy sector,
this system allows direct interaction of suppliers with
buyers of energy resources (excluding intermediaries —
intermediaries who in Ukraine monopolized the elec-
tricity and natural gas market).

The blockchain system in the energy sector will
also help to create the conditions for the accumulation,
processing, analysis of vast arrays of non-financial in-
formation. This information is contained in the agree-
ments and is unified, which makes it important for both
energy market participants and representatives of the fi-
nancial sector of the economy. This applies to the phys-
ical characteristics of energy resources: fuel, electricity,
etc.

Conclusions and prospects for further research.
In summary, it should be noted that the state of develop-
ment, implementation of "smart" systems "Smart Grid",
"Smart Metering", blockchain technology in the Ukrain-
ian electricity industry has absolutely no systematic, and
is carried out only in separate areas. This is due to the
absence in Ukraine of a single integrated concept of
building "smart" grids (neither in the United Energy
System of Ukraine nor in other branches of the country's
economy). First of all, it concerns the most energy-
intensive industries.

The following conclusions, as a result of the study,
can be drawn: the priority direction to ensure a high
level of energy, economic and national security of
Ukraine should be to achieve the appropriate level of
stability of energy sector entities, minimize the impact
of human factors, such as distraction and implementa-
tion, and effective use of structures of intelligent elec-
tricity networks. Ukraine should lead by example and
follow the experience of the European Union, USA,

China, other countries where at the state level are
adopted, national concepts of development, financing of
"smart" grids in electricity, other branches of economy,
which became the basis for shaping national energy po-
licies, are successfully implemented, programs, energy
development strategies and more.
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3agepOnuii A. C., Ilymaxk I'. 1. IIpo61emu Ta nep-
CINEeKTHBH BIPOBA’KEHHSI CTPYKTYP iHTeJIeKTyaIbHUX
eJIeKTPOeHepPreTHYHUX MepexX B YKpaini 3a/uist miaBu-
LIeHHsI PiBHSI eHEPreTHYHOI (e3neKn

VY crarTi chopMynbOBaHO Ta OOIPYHTOBAHO TEPCIIeK-
TUBH BIIPOBAJKEHHS CTPYKTYP 1HTEJIEKTyaJ bHUX EIEKTPO-
EHEPreTUUHUX Mepex B YKpaiHi 327151 TiABUIICHHS PiBHS
eHepreTn4Hoi Oesnexu. BusiBneno mnpoGmemu BOpo-
BaJDKEHHS [IUX MEPEeX B YKpaiHi s MiABUIICHHS PiBHS il
eHepreTn4Hoi Oe3neku. BUBUEHO CyTHICTH €HEpreTHYHOI
Oesrniekn KpaiHu, (DaKTOpH SIKi BIUIMBAIOTh Ha ii PiBEHb.
BusHaueHo CyTHICTH IHHOBaliHHOT EHEPreTHYHOI CH-
CTEeMH, IO IPYHTYEThCS Ha KoHIenmii «Smart Gridy. Hase-
JIEHO TIepeBaru TaHoi KOHIEMIiT Ha I 1iF0u0t0 B YKpaiHi Ha
ChOTOIHI. B cTaTrTi HaBeIeHO HOBITHE TO3HUITIOHYBAaHHS
€KOHOMIYHOT MOMITUKN YKpaiHu y cdepi enepreTuku. [1o-
OyZIOBaHO CHCTEMY B3a€EMO3B’SI3KYy CTEHKXOJJEPiB, BUMOT
Ta ehexTiB B mporeci pearnizarii koxnenmii «Smart Grid»
B eHepreTHi YKpainu. Po3risaayTo etanu ii popmMyBaHHS.
[TpoananizoBaHo 3arayibHy QyHKIIOHATEHO-TEXHOJIOTTYHY
11eoJIoriro KoHenmiro cucreMd «Smart Grid» Ta MOXKIIH-
BOCTI 3acTOCYBaHHS B YKpaiHi. BuzHaueHo HeoOXinHICTh
JUI CHEPTeTUYHOIO CEKTOpYy YKpaiHW mepedMaHHS I0-
cBiny €Bpomeiickkoro Coro3y, CIIA, Kuraro, iHIUX
KpaiH, B KMX Ha piBHI Jep>KaBU NMPUHHSTI, YCIIIIHO pe-
aJi3yI0ThCS HAIIOHAJIBHI KOHIIETINi PO3BUTKY, (iHAHCY-
BaHHS «IHTEJIEKTYAIbHUX» MEPEX B €JICKTPOCHEPTeTHII,
IHIITMX Taxy3sIX €eKOHOMIKH, 1110 CTaJIM OCHOBOIO I (Op-
MYBaHHs Hal[lOHAJIbHUX EHEPreTHYHHX TOITHK, IIPOrpam,
€HEePreTUYHUX CTPAaTeTiil PO3BUTKY TOIIO

Knouoei cnosa: enepretmuHa Oesneka, iHTEICKTY-
aJbHI €JIeKTPOCHEPTeTHYHI MEPEXi, €ITeKTPOCHEPTeTHKA.

Zaverbnyj A., Pushak H. Problems and Prospects
of Implementation the Structures of the Intellectual
Electricity Networks in Ukraine to Increase the Level
of Energy Security

The article formulates and substantiates the prospects
for introducing the structures of intelligent electric power
networks in Ukraine to increase the level of energy secu-
rity. The problems of introducing these networks in

Ukraine to improve its energy security are identified. The
essence of the country's energy security, factors affecting
its level are studied. The essence of the innovative energy
system based on the concept of "Smart Grid" is determined.
The advantages of this concept over the current in Ukraine
today are given. The article presents the latest positioning
of Ukraine’s economic policy in the energy sector. A sys-
tem of interconnection of stakeholders, requirements and
effects in the process of the feasibility of the Smart Grid
concept in the energy sector of Ukraine was built. The
stages of its formation are considered. The general func-
tional and technological ideology of the concept of the
Smart Grid system and the possibility of application in
Ukraine are analyzed. The need for the energy sector of
Ukraine to borrow the experience of the European Union,
the USA, China, and other countries in which they are ac-
cepted at the state level is successfully implemented; na-
tional concepts of development, financing of “smart” net-
works in the electric power industry and other sectors of
the economy are successfully implemented; they have be-
come the basis for the formation of national energy poli-
cies, programs, energy development strategies, etc.

Keywords: energy security, intelligent electric power
networks, electric power industry.

3aBepOnslii A. C., [Iymaxk I'. . IIpo0aemsbl u nep-
CNIEKTUBbI BHEJAPEHHS] CTPYKTYP HHTE/IEKTYaJbHbIX
3JIEKTPOIHEPreTHYEeCKUX ceTeil B YKpauHe 1JIfl MOBbI-
LIeHMS] YPOBHS JHepreTnyeckoii 6e30nacHoCcTH

B cratbe copmynupoBaHbl 1 000CHOBAHBI TIEPCTIEK-
TUBBI BHEJPEHUS CTPYKTYpP HMHTEIUICKTYaJIbHBIX JIEKTPO-
DHEpPreTUUeCKuX ceTeil B VYKpauHe [ IOBBIIIECHUS
YPOBHS 3HEpreTUYecKoil Oe3omacHoCTH. BEISBIEHBI Mpo-
OJIeMBI BHEJJPEHHS ATUX CeTel B Y KpauHE ISl HOBBIIIICHHS
YPOBHS €€ dHepreTHIecKoi 0e3onacHocTu. M3ydeHsl cyIi-
HOCTB DHEPreTHYECKON 0€30MacHOCTH CTpaHbI, (PaKTOPEI,
BIIHSTIOIIME Ha ee ypoBeHb. OnpeneneHa CynHOCTh HHHO-
BAIlMOHHOW 3HEPreTUYecKOM CHUCTEMbl, OCHOBAHHOW Ha
koHnenuu «Smart Grid». TIpuBeneHsl MpeUMYyIIECTBa
JIAaHHOM KOHLIETIIMY HaJ JeHCTBYIOLIEH B YKpauHe Ha ce-
rogus. B cratee mpuBeneHO HOBelllee MO3ULIMOHUPOBA-
HUSI 5)KOHOMHYECKOH ITOJIMTUKN Y KpauHbl B chepe sHepre-
Tuku. ITocTpoeHa cucTteMa B3aUMOCBSI3U CTEHKXOJIEPOB,
TpeboBanuii 1 3pPexToB B poliecce peann3auy KOHIE-
nn «Smart Grid» B 3HepreTike YKpanHbl. PaccMoTpeHsl
sTambel ee ¢opmupoBanus. lIpoananm3mpoBaHbl 00IMIas
(YHKIIMOHAIBHO-TEXHOJIOTYECKasi HJCOJIOTHsI KOHIIETI-
UM cucTeMbl «Smart Grid» ¥ BO3MOKHOCTH MPUMEHCHHS
B Ykpaune. OnpeneneHa He00X0IUMOCTh JIs JHEPreTHYe-
CKOT'0 CeKTOpa Y KpauHbI 3aUMCTBOBaHUs orbiTa EBponeii-
ckoro Cotoza, CIIIA, Kurtas, npyrux cTpaH, B KOTOPBIX Ha
YPOBHE TOCYAapCTBa IMPUHATHI, YCIEIIHO PEanu3yITCs
HAIIMOHAJBHBIC KOHIICIIIIUN Pa3BUTHUS, (UHAHCUPOBAHHS
CUHTEJUIEKTYaJIbHBIX» CETeH B DJIEKTPOIHEPreTUKE, NIPY-
TUX OTPACIIAX 3KOHOMHUKH, CTAJId OCHOBOHU Uit (popMupo-
BaHUS HAIIMOHAIBHBIX SHEPreTUYCCKHUX MOJUTHK, TPO-
TpaMM, SHEPTeTUICCKUX CTPATETUH Pa3BUTHS H T.1I.

Kniouesvie cnosa: sHepreTmdeckas 0e30MacHOCTE,
HMHTEJUIEKTYaJbHBIE 3JEKTPOIHEPTeTHIECKNE CETH, JJICK-
TPOIHEPTETHKA.
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