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3ACTOCYBAHHSA JIOT'IKHU TPEAUKATIB J1JI1 BUABJIEHHSA
BIZIMOB Y SCADA CUCTEMAX

We consider the task of failure detection and localization. It is based on the analysis of the information
flow state change in the system. We suggest a structural and logical model to describe SCADA of any
topology. It is possible to form diagnostic features of independent failure detection. They are based on the
characteristic functions of three-valued logic. We determine the predicate system of knowledge
representation to implement the method of SCADA diagnostics in the event of incomplete data.

Keywords: predicate system of knowledge representation, structural and logical model, three-valued
logic, independent failure.

Posrnsinaerbes 3amaua BusiBeHHs Ta Jokanizaunii BiiMoB y SCADA Ha OCHOBI aHanizy 3MiHH CTaHY
iHpopMaliiHUX MOTOKIB y cucteMi. [IpornoHyeThest cTpyKkTypHO-JoriuHa mozens onucy SCADA Oynb-sikoi
tomosiorii. Ha 0CHOBI XapakTepUCTHYHUX (YHKIIH TPU3HAYHOI JOTIKH (POPMYIOTHCS AIaTHOCTHYHI O3HAKH
BUSIBIICHHS HE3aJIEXKHOI BiIMOBH. BH3HauaeThCs peiuKaTHA cUCTeMa MOJaHHs 3HaHb JUIs pealtizalii MeToLy
nmiarHoctuky npane3natHocti SCADA B yMOBax HEMOBHUX JaHUX / HEIOCTOBIPHUX JaHUX.

KoarouoBi ci1oBa: mpeamkaTHa cucTeMa MOJAHHS 3HaHb, CTPYKTYPHO-JOTIYHA MOZENb, TPHU3HAYHA
JIOTiKa, He3aJIe)KHa BiIMOBA.

Introduction

Considering the application of expert systems to diagnose SCADA performance, it
should be noted that the relevant task is the development of a reliable and fast decision
support system which significantly depends on the chosen method of knowledge
representation [1-3].

All knowledge representation systems can be divided into the following main
classes: declarative, procedural and special. Predicative systems refer to declarative
knowledge representation systems. It is possible to distinguish procedures to find solutions
(known as a generation mechanism) and procedures to optimize this search (management
mechanism) for declarative knowledge representation systems.

Declarative systems are characterized by the universality of knowledge
representation. The control mechanism, which determines the semantics of the declarative
system and heuristic efficiency to search the solution, reduces the universality of
knowledge representation. Thus, there is a contradiction between universality and
efficiency of knowledge representation for declarative systems [1-3].

Publication analysis regarding topic research

We analyzed the latest research in the field of SCADA diagnostics using expert
system methodology. It showed that today’s expert diagnostic systems are focused on
Technological Control Object (TCO) diagnostics. At the same time, they do not diagnose
the whole SCADA system. Vast, intensive flows of low-level diagnostic information
generated by SCADA causes significant difficulties in its processing by operational
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personnel. Therefore, there is a need to implement expert systems as decision support
systems for SCADA diagnostics in real time.

Problem statement

The pressing problem is automatic high-level SCADA diagnostics based on the
methodology of expert systems in real time.

The aim of the research is to increase the quality of SCADA functioning by
developing a method of automatic failure detection and localization in real time. It is based
on the analysis of information flow change when passing through SCADA structural
elements and hierarchy levels. To do this it is necessary to develop a knowledge
representation system which can universally describe the following elements: SCADA
structure of any topology; distribution of diagnostic features for independent failure
detection through structural elements of different hierarchy levels; effective diagnosis
search in real time.

Main part
Consider an example of a given fragment of SCADA structure (see Fig. 1) [4].
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Fig. 1. SCADA structural scheme

The set of controlled parameters (CP TCO) at a point of time t is as follows:

X () = %, (1), Xp (1), X; (1), . Xnx) (O - (1)

Controlled parameters are measured by sensors and are transmitted to RTUs through
data transmission channels (Chl). These controlled parameters are then transmitted to
servers through Ch2.

We can apply the following non-decreasing sequences of natural numbers to describe the
distribution of controlled parameters through structural elements of different hierarchy levels [5].

The sequence Ky determines the distribution of controlled parameters through sensors
and Ch1l:

KX:kl'kZ"“ k ..,kmN- (2)

) /l L
The sequence Ix determines the distribution of controlled parameters through RTUs
and Ch2:

IX:il’iZ""’ij""’iN' (3)
The sequence M determines the distribution of sensors and Ch1 through RTUs and Ch2:
Mk:ml,mz,...,mj,...,mN- (4)
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We define certain predicates of connection between structural elements of different
hierarchy levels using formulas (2) — (4).
The predicate of connection between CP TCO x; and Sensor,:

Hy( ) = (( <ky, ) &(u<my ) 2A(u>D) 2>k, ) & (i <k,):(i<k,):0, (5)
where mj € K.
The predicate of connection between CP TCO x; and RTU;:

Ho(, j) =((1<iy) &(J<N)A(J>D?2((I >1j4) &(1 <ij)) 1 (1 <i;)):0, (6)
where ij € Ix.

The predicate of connection between Sensor; and RTU;:

Ha(i, ) =((1<my) & =N)2A(J>D (1 >m;j_;) & (I <mj)): (i<mj)):0, (7)
where m;j € M.

We developed a method of automatic failure detection and localization in SCADA. The
input data in this method are diagnostic matrix D(t). The matrix is represented as a dump
containing the diagnostic features of information flows. It is formed with the sample rate of
data from sensors. The number of rows in this matrix corresponds to the number of SCADA
hierarchy levels. The number of columns corresponds to the number of controlled parameters.

D(t) = [dil_,ic (t)]
diict) eE; By = {071’2}
iL=1(S,)+1-1, 1<I1<I(S,)
1<iC <n(X)
where iL — the index of the matrix row D(t) which corresponds to SCADA hierarchy levels
I; iC — the index of the matrix column D(t) which corresponds to the index of the
controlled parameter xic(t); 1(S1) — the hierarchy level of servers; n(X) — the number of
controlled parameters.

The controlled parameter can have one of three states at each SCADA hierarchy
level: “Absent,” “Non-reliable,” “Reliable.” These states can be described by using Post’s
three-valued logic.

We apply the elementary function of three-valued logic ¢ — the characteristic
function of the first kind with value e to analyze diagnostic matrix D(t).

1, x=e¢e, eeE3, E3 2{0,1,2}
e (X) = _ :
0, x#e, eeks E3={012}

We define diagnostic features for failure detection as follows:
a) A sufficient diagnostic feature of failure absence for the SCADA structural
element (iL, iC) at a point of time t is:
P, (dil_,ic ®)=1; (10)
b) A necessary but insufficient diagnostic feature of failure detection for the SCADA
structural element (iL, iC) at a point of time tis:
-, (dil_,ic (1) =1, (11)
¢) A necessary but insufficient diagnostic feature of failure detection due to the
absence of controlled parameters at a hierarchy level (this corresponds to backbone nodes)
or due to absence of data transmission process (this corresponds to data transmission
channels Ch1/Ch2) for the SCADA structural element (iL, iC) at a point of time t is:

(8)

)
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@o (diic (1)) =1, (12)

d) A necessary but insufficient diagnostic feature of failure detection due to the

unreliability of controlled parameters at a hierarchy level (this corresponds to backbone

nodes) or due to the unreliability of data transmission (this corresponds to data

transmission channels Ch1/Ch2) for the SCADA structural element (iL, iC) at a point of

time tis:

@1 (dipic (1)) =1. (13)

Analyzing diagnostic matrix D(t) we can assert that no failures have been detected at

a point of time t if the following expression is true for the first row (iL = 1) of diagnostic
matrix D(t) which corresponds to the server’s hierarchy level 1(S1):

igil(Dz (dgic (1) =1. (14)

In general, the function of failure detection based on the analysis of diagnostic matrix
D(t) is as follows:

B
gz(“—’ayﬁ:t):_'(ic‘g:‘a¢2(diL,iC ). (15)

where iL — the index of the matrix row D(t) which corresponds to SCADA hierarchy levels
I; a, # — the initial and final ordinal numbers of controlled parameters which pass through
the system’s structural elements for the given hierarchy level .

Consider the predicate S(i,y,l) to form the criteria of diagnostic feature distribution
through independent failures taking into account the characteristic attributes for each
SCADA hierarchy level. This predicate determines the state y for the controlled parameter
Xi at the hierarchy level I:

S(,y.1)=(y =d(s1)1-1,i) - (16)

Then the diagnostic feature of failure detection can be described by the predicate
S(i,y,l) as follows:

a) S(i,2,1); b) =S(i,2,1); ¢) S(i,0,1);d) S(i,LI).

It should be noted that both diagnostic features of failure detection —¢2(diLic(t)) and
the function of failure detection in SCADA g2(iL,a,f,t) do not distinguish independent and
secondary failures. We assume that all the failures are independent at the lowest level Inin
for the given controlled parameter when passing through SCADA hierarchy levels. Thus,
all diagnostic features of failure detection refer to these features of independent failure
detection at level | (I < Imin). We also assume that diagnostic features at hierarchy levels
which correspond to data transmission channels Ch1l/Ch2 are diagnostic features of
independent failures.

Therefore, at this stage of diagnostic matrix D(t) analysis we can assert the following:
— The absence of diagnostic features for failure detection at a certain SCADA hierarchy

level is a sufficient condition that no failures have been detected at this hierarchy level,
— The presence of diagnostic features at hierarchy level Imin is a sufficient condition that
there are independent failures at hierarchy level Inin and all the diagnostic features of
failure detection refer to independent failures;
— The number of independent failures at a hierarchy level of sensors (Imin = 2) is equal to
the number of diagnostic features for failure detection;
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— In order to define the number of failures at a certain low hierarchy level (Imin > 2), the
additional analysis of diagnostic matrix D(t) is necessary because various diagnostic
features can refer to the same failure;

— The presence of diagnostic features for failure detection at hierarchy level | (I > lImin)
for leLy is a necessary but insufficient condition of having an independent failure
from low hierarchy levels. It is necessary to have additional diagnostic criteria to
consider it an independent or secondary failure;

— The absence of diagnostic features for independent failure detection at hierarchy level | (I
> Imin) is a sufficient condition of having no independent failures at this hierarchy level;

— To define the number of independent failures when having diagnostic features for
independent failure detection at hierarchy level | (I > Inin), it IS necessary to conduct
an additional analysis of diagnostic matrix D(t) because different diagnostic features
can refer to the same failure.

We define the lowest level of SCADA for failure detection Imin in accordance with

SCADA structure (see Fig. 1).

iI—min = (92(1’1’ iN ’t))?
((92(2.1iy,1))?
((92(3Liy,1))? (17)
((92(41iy,1))?
((9,(5.41y,t))?5:4):3):2):1):0.
If iLmin = O, then no failures have been detected at a point of time t. Otherwise, the
lowest hierarchy level of failure detection in SCADA is as follows:
Imin = I(Sl) +1- iI—min ' (18)
Since for the considered structural and logical model of failure detection and
localization we accept that all the diagnostic features for failure detection —¢,(d;__;c (1))

at the lowest hierarchy level Inin refer to independent failures, then we can form a matrix of
markers with independent failures A(t) for hierarchy level Inin:
A, ic (1) ==, (diic (1) (19)

If lmin < 1(S1), then it is necessary to define other SCADA hierarchy levels Imin< | <
I(S1). For these hierarchy levels we can detect independent failures when analyzing current
diagnostic matrix D(t). It is possible to take into account permissible changes of the
controlled parameter state when passing up through SCADA hierarchy levels.

Consider the algorithm of independent failure detection in the event of SCADA low
level for failure detection belonging to backbone nodes.

For row iL of diagnostic matrix D(t) the number of diagnostic features ¢g(d;_jc (t)) and

the number of diagnostic features ¢ (d;|_jc (t)) can be defined using the following formulas:

Ny, (LLin 1) = 00 (i ic (1) (20)
iC=1

N, (iLLiy,t)= (:Zleﬂl(diL,ic (1) (21)
iC=1

The total number of diagnostic features for failure detection —¢,(d;_jc(t)) for row
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iL of diagnostic matrix D(t) is as follows:
n, (ILLiy,t) = Ny, (LLiy.t)+n, (iLLiy,t). (22)

According to the logic of SCADA functioning, at the system’s upper hierarchy levels
Imin< Ih+1 Which refer to backbone nodes, a necessary but insufficient criterion of having
independent failures 7 is an increase in the number of diagnostic features for failure
detection compared to the system’s lower hierarchy level Imin< In.

Iy =l +2xh<I(S)), h=12,...
n—@, (iL, 1,1y ,t) = N, (iLy 10y, ) + Ny, (iL, iy 1)

If at the system’s upper hierarchy level ln+1, the number of diagnostic features for
failure detection increases compared to the system’s lower hierarchy level In, we can make
a conclusion that the necessary condition of having independent failures was fulfilled at
SCADA hierarchy level lh+1.

(L) = (N (iLy. iy 1) =0 (iLy Liy 1) > 0) v (n, (il Ly 1) =0y (iLy Ly, 1) > 0). - (24)

If77(iLy;1) =1, then we can calculate the number of diagnostic features of
independent failure detection at SCADA hierarchy level lh+1€L.

The function of distinction between independent and secondary failures when
controlled parameters pass through SCADA hierarchy levels taking into account the result
of transmitting and receiving data process between adjacent hierarchy levels is as follows:

fa(x,y,2) = (2xyz— 2x2yz —2xy22 - xyz2 + x2y2 + 2x2y22 + x2yz2 + xyzz2 - 2x2y222) (mod 3), (25)
where x — the controlled parameter state at a transmitting hierarchy level, y — the result of
transmitting and receiving data process between adjacent hierarchy levels; z — the
controlled parameter state at a receiving hierarchy level; f4(x,y,z)=1 — a necessary but
insufficient condition of having diagnostic features for independent failure detection;
f4(X,y,2)=0 — a sufficient condition of absence of diagnostic features for independent

failure detection.
We can define the number of diagnostic features for independent failure detection at
hierarchy level ln <lh11 <1(S1) on the basis of formula 24:

IN
ng, (LLiy, 1) = > f4(disic (), diagic (1), dipic (1) - (26)
iC=1
If ns, (iL,YiN,t) =0, then this criterion is a sufficient condition that no failures have
been detected at a current hierarchy level.
If ng¢, (iLLiy,t)>0, then this criterion is a sufficient condition of having

independent failures.
We can form a row marker matrix of independent failures a(t) for a current hierarchy level:

AiLic @) = T4 (dii2ic (1), dip1ic @), diic (1)) - (27)
Accordingly, predicate M (i,1) of having independent failure markers for controlled
parameter x; at hierarchy level | is as follows:

M (| y I) = /1(51)+1—|,i . (28)
We can define certain predicates of diagnostic feature distribution through SCADA
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structural elements taking into account the characteristic attributes for each hierarchy level.
The predicate of existence of at least one controlled parameter x; at hierarchy level | which
has a diagnostic feature for independent failure detection is as follows:

RN, 1) = 3i(M (i,1) &—S(i,2,1)). (29)

The predicate of existence of at least one controlled parameter x; at hierarchy level |
which has a diagnostic feature for independent failure detection with value y is as follows:

3R, (G, y, D) :=3i(M(i,1) &S, v, 1)) . (30)

The predicate of existence of at least two different controlled parameters x; and x; at
hierarchy level | which have a diagnostic feature for independent failure detection is as follows:

3P, @, j,1) = 3iTj((i = j) & P(1,1) & P,(j,1)). (31)

The predicate of existence of at least two controlled parameters xi and x; at hierarchy
level I which have different diagnostic features for failure detection is as follows:

TRy, j,1) =3[ = j) &M, 1) &M (j,1) & ((S(1,00) &S(j.L1) v (SH.L1) &S(j,0,1)) - (32)
Thus, for the structural and logical model we consider, the number of independent
failures ng(1=2vI1=3) for controlled parameters with timestamp t at hierarchy level

Sensors/Ch1 can be defined as follows:

— We verify whether there are at least two different controlled parameters x; and x; which
have diagnostic features of independent failure detection at hierarchy level Sensors/Chl.
Then we verify there are no Sensors/Chl for which we have at least two controlled
parameters x; and x; having different diagnostic features for independent failure
detection. This means that the number of independent failures at a current hierarchy
level is equal to the number of hierarchy modules for which we have at least one
diagnostic feature of independent failure detection;

— We verify whether there is at least one Sensors/Ch1l at hierarchy level Sensors/Chl for
which there are at least two controlled parameters x; and x; having different diagnostic
features for independent failure detection. This means that the number of independent
failures at a current hierarchy level is calculated by the number of different diagnostic
features for independent failure detection per structural module.

The number of independent failures for the levels of SCADA hierarchy is determined
in analogy to hierarchy level Sensors/Chl. The foregoing is achieved by taking into
account the connection between various hierarchy levels.

Conclusions

The system of predicates we considered can be applied when forming a knowledge
base of an expert diagnostic system. It allows us to implement a method for SCADA
failure diagnostics. It takes into account the consistencies of information flow changes in
real time in the event of incomplete / unreliable / absent data in the system’s structural
elements. This method of independent failure detection and localization ensures the
reliability of SCADA operational monitoring.
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PE3IOME

M. Anekcees, 1. YaoBuk, O. Cuporkina

3acTocyBaHHs JOTiKM NpeIuKaTiB A5 BusBjaeHHs BitMoB y SCADA cucremax

VY naHiii cTaTTi pO3IIIAIA€ThCA 3a7a4a BUSABIESHH Ta Jokaiizamii BimMoB y SCADA B
PEKUMI pealbHOTO Yacy Ha OCHOBI aHaIIi3y 3MiHU CTaHy iH()OpMAIIITHUX MOTOKIB CUCTEMH
y mpolect iX MPOXOAKEHHs 3a CTPYKTYPHUMHU €JI€MEHTaMM Ta PiIBHAMHU iepapxii. Bemukuii
00CST Ta IHTEHCUBHUHI MOTIK HU3bKOPIBHEBOI A1arHOCTHYHOI iH(OpMALlii, 10 TeHEPYEThCS
SCADA, Bumarae po3poOKu YyHiBepcasbHOi Ta €()EeKTUBHOI CHUCTEMH IIOJIaHHS 3HaHb
CTOCOBHO JI0 €KCIEPTHOI [IarHOCTUYHOI CHCTEMH MiATPUMKU TPUHHATTSA pIlICHb.
Posrnspaersest po3poOsieHa npeukaTHa CUCTeMa IOJAaHHS 3HaHb, IepeBaraMu sKoi €
MIPOCTOTA peaizallii Ta yHiBepCaAIbHICTh OIUCY 3a]1adi.

[TponionyeThCst CTpYKTYypHO-JI0TiuHa Mojens A onucy SCADA cuctemu Oyib-s1Koi
torosiorii. B pamkax naHoi Mozeni BH3HAUYAIOTHCS IMPEIUKATH HASBHOCTI 3B'A3KY MiX
CTPYKTYpPHUMHU €JIEMEHTAMU CHCTEMH PI3HUX PiBHIB i€papxii.

Ha ocHoBi xapakTepucTHYHUX (DYHKIIIH TPU3HAYHOI JIOTIKKH (POPMYIOTHCS HEOOX11HI
Ta JIOCTaTHI MJIarHOCTHYHI O3HAKU BHSBJICHHS / BIACYTHOCTI BIIMOBH Yy CHCTEMI,
PO3MEKYBaHHS HE3aJICKHUX 1 BTOPHHHHX BIJIMOB.

BusHnavaeTbcst mpeaMkaTHa cucTeMa IMOJAHHA 3HaHb Ui peaiizalii Merony
niarnoctuky npane3naatHocti SCADA B yMOBax HEMTOBHHX JIaHUX / HEIOCTOBIPHUX JaHUX.
EdexTuBHMI aNTrOpUTM NOUTYKY PIIICHHS HA OCHOBI 3aIIPONIOHOBAHOT CHCTEMH MTPEIUKATIB
JI03BOJIsIE IPOBOJIUTH ONEPATUBHUI KOHTPOJIb CTaHy CTPYKTYpHUX eneMeHTiB SCADA.
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